Below is an example of an email scam. This position was reported to us on 11/30/17. Take notice the
following in the email:
•
•
•
•
•

Richfields Groups does not match the organization “David Moore” says he is with
Vague details with high pay
Asking for personal details
Notice the grammar in the email and the odd subject line.
Notice the gmail address

Should you have any doubts about a job offer email, please contact us. Please report related suspicious
emails to us at career@mtsu.edu.

From: RICHFIELDS GROUPS <panshark2013@gmail.com>
Date: December 13, 2017 at 12:13:50 PM CST
To: undisclosed-recipients:;
Subject: ITS UP STILL AT HOME OFFER
We are looking for someone who can handle our business & errands at his/her spare time. Someone who can offer us
these services:
* Mail services (Receive our mails and drop them off at USPS)
* Bill payment (pay bills to our supplier on our behalf)
* Sit for delivery (at your home) or pick items up at nearby post office at your convenience.
* If you interested in the position kindly fill out your personal details required.
Let us know if you will be able to offer us any or all of these services. Where are you located? We will also have our mails
and packages forwarded to your address. If you will be unable to stay at your house to get our mails, We can have it
shipped to a post office near you and then you can pick it up at your convenience. When you get our mails/packages, you
are required to mail them to where we want them mailed to. You don't need to use your money all will be taken care of ,
and if you have any question .
You are allowed to open the packages to reveal its content. The content of the packages are Fabrics Materials and
Paintings and clothing's. All expenses and taxes will be covered by us. You will work between 6hrs Weekly. The pay is
$300 weekly. We need your service because we are subsidiary of Oddies Fabric & Textiles and located in United
Kingdom and we also have so many customers in the States which we are hoping to meet their demands. Let us know if
you will be able to handle the position. We hope to hear from you soon.
Your weekly payment will come in the mail via USPS to you through Check or Will be paid into your account.. Provide us
with the following details listed below to mail the payment to:
Full Name:
Full Address:
City:

State:
Zip Code:
Cell Phone#:

Age:
Email:

***Instruction on 1st task will be send via email.
***This position is open to individuals 18 years and above and no sign up fee is required.

Thank you for participation.
David Moore HR Manager
Customer Service Evaluation Team
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